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E-Banking Background

Regulatory Guidance - SR Letter 05-19
Risk Assessment
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Outsourcing Responsibility
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Threat Assessment

From the perspective of the Internet user

e Malicious code

e Phishing attacks
e Vishing attacks
e Pharming
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Malicious Code

e There are number of ways malicious
code can get on your PC

e Visiting the wrong website

e Email attachments

—Viruses: Zero-Day attacks go
undetected
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Malicious Example World Cup

: G T Q"L " | What was the big story
el w=u Of the World Cup?

Malicious Code: Keylogger
«Software sold on Russian Site
As little as $20

«Capture all your keystokes
and send them to attacker.

PARIS - The Zinedine Zidane mystery is not quite solved pot. Sgpman .For every WEbSlte yOU Iog
Lhana
Im his first, highly awated commants since the World Cup final, the French  Seitoerland H d
E.D[EEF‘E.EBF nEi-,-vn&rtlu explaned what caused him to realct n fury and : s Ll |nt0 - your Username a.n
head-butt an Itakan opponent: repeated harsh insults about his mather e tharinnds
ae o g password are captured.
But Zidane didn't go nto specifics about what Marco Materazzi said. Srrardur
Materaza swears he never msulted Zidane’s mother, and FIFA is stil Boland
inwestgating. Cosia Rica
Paraguay
Trinidad B Tabago
Mak " d n ‘s i Iy' Twary Coast
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A FEDERAL RESERVE 5

rF_________J .
e BANK OF BOSTON



Malicious Example:
Pop-up Window

e American Express customers targeted
In May 06.

e A virus attached to victim’s Internet
Explorer browser

e Once victim visited the legitimate site, a
pop-up window appeared asking for
account information
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Phishing Example

Goal: Get user’s personal information

Two main elements:

1. Emall
e Penalty for non-compliance
e Time sensitive
e Convenient link to company’s website

2. Phony Website

e Has look and feel of the real website
e Requires you to provide your credentials
e Some even pass you through to real website
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Phishing Example: PayPal

PayPall woout | veb  [FHERPAFE]] . Log Out | Help |

Merchant Tools

Auction Tools

Send Money

My Account Request Money My Account Send Money Request Money Merchant Tools Auction Tools

Overview Add Funds Withdraw History Profile

Overview Add Funds Withdraw History Profile

Personal Identification Information
Update Bank Account {(U.S. Bank Accounts Only)
Please complete your information below. It's a secure process and your personal information is safe,
Transfer of yvour information is protected by secure 128-bit encrypted SSL. The safety and security of yvour bank account information is protected by PayPal. Wwe protect against

unauthorized withdrawals and will notify you by email whenever you deposit or withdraw funds from this
bank account.

Social Securityl i I N I

Number:
Mother Maiden Bank Name: | U.S. Check Sample
Name:
Date Of Birthday:[Manth =] [Day =] 19 [ Account Type: (¥ checking =
i Mo ay 19 : HEL1E54UA5 M 0OM2  A4SLATNESLE
Driver's Lu:enselS ool O j I o Sawings
Number Shal ol Routing Number theck# Account Number

£.. ALBI764530 Routing Number: i | u ¢ 2115544859 D012 l4SLA74AODLIN

(Is usually located between the #

Tou understand that by clicking on the Submit button below, you are providing "written symbols on your check.)
instructions" to PayPal under the Fair Credit Reporting Act authorizing PayPal and its service

partners to obtain infarmation from your personal credit profile from a credit bureau on Account Number: I Tl
PayPal’ s behalf. You authorize PayPal and its service partners to obtain such information solely N

to confirm your identity to avoid fraudulent transactions in your name, If you wish to "opt out” O u rce {Typically cormes before the nr
of sharing your personal information with PayPal and its service partners, DO NOT click on the ] symbal, Its exact location and

Submit button, number of digits varies from

An’rl-Phlshlng Working Group
Rkl | Misesie s o s e ; ' and fraud _Submit | _Cancel |

an eBay Compa
T ps————Y 2t 1 o % J AVAVAVLV A1 0N
Information about FOIC pass-thr e'

| an eBay Company

grd | BillPay | Referrals | About Us | Accounts | Fees |
| Developers | Shops | Gift Certificates/Points
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Vishing Example PayPal

& Update your Pay! Pal .al:tnunl: inl’mmatiuns

File Edit Yiew T:ﬂs H!SEM "bb SR (\y
From:  Paypal Inc. [puizain@paypal.com)

To: &
Subject:  Update vour PayPal account infoemations:

PayPall

Account Verification

Dearq
vou have received this email because we have strang reason

to belive that your PayPal saccount had been recently
compromized, In order to prevent any fraudulent activity from
ocourring we are required to open an investigation into this
matter.

If your Credit/Debit Card on file is not updated within the
next 48 hours, then will assume this agtaunt is fraudulent
and will be suspended. We apologise for this inconvenience,
but the purpose of this verification is to ensure that your
PayPal account has not fraudulentdy used and to combat
fraud attempts.

To speed up the process, you are required to call us (1-
806} to verify your PayPal account.

Wa apologise in advance for any inconvenience this may
cause you and wea would like to thank you for cooparation as
wie raview this matter

Regards,
PayPal Account Verification,
Copyright @ 1999-2006 PayPal. All rights reserved.

Please-do not reply to this e-mail. Mail sent to this address
cannat be answerad.
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Instead you are given a
phone number to call.

Again you are asked for
personal information.



Pharming Explained

anyurl.com

v

oooao

DNS

198.45.3.116

Domain Name Server (DNS) poisoning

— DNS is like a phonebook for the Internet
www.anyurl.com = 198.27.1.200

v

HI L

O D
LT T T T T T T
198.27.1.
198.45.3.116

— Good IP addresses are replaced with bad ones redirecting user

— Your browser would not know the difference
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What do all these attacks have
IN common?

e Thieves want your credentials

e They want them to enter your
username & password and get access to
your funds

e Or they want to sell them to other
thieves
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How does this make money?

In the Pay Pal scams, if you send
100,000 emails...

and 1% of the recipients thinks it is
real and goes to the phishing website...
and 1% of them actually submits their
y information...

you just stole 10 credit cards.

10 @ $1,000.00 = $10,0000
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e-Banking Background

E-Banking is:
‘the automated delivery of
new and traditional banking
products and services directly
to customers through
electronic, interactive
communication channels’

FFIEC E-Banking Booklet — August 2003
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Two Types of Websites

Informational

- Provides customers with general information
on bank’s products and services

- Includes contact information

Transactional
- Provides customers with the ability to conduct
transactions through the website

- Initiating banking transactions
- Buying products and services

FEDERAL RESERVE 14
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Transactional e-Banking Retail/Wholesale
Products & Svcs.

RETAIL WHOLESALE

= Account Management « Account Management

= BIill payment and e Cash management
presentment

e Commercial wire transfer

e Business-to-business
payments

e Employee benefits/pension
administration

e New account opening
e Consumer wire transfer

e Investment/Brokerage
services

e Loan application and
approval

e Account aggregation
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Regulatory Guidance SR Letter 05-19

SR 05-19 Interagency Guidance on
Authentication in an Internet Je -
Banking Environment e S

- Updates and replaces 2001
FFIEC guidance entitled
‘Authentication in an Electronic
Banking Environment’
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SR 05-19 Key Points

e A High-Risk Transaction is a transaction that
Involves access to Customer Information or the
movement of funds to other parties.

e Using single factor authentication as the only
control mechanism is inadequate for High-risk
Transactions.

e Not “Multifactor”
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SR 05-19 Compliance

By December 31, 2006:

e Financial Institutions are require to have
completed a risk assessment of all their
e-Banking products and services and
Identify all High Risk transactions.

e Develop and fully implement a plan to
mitigate the risks.
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Risk Assessment

The risks should be assessed based of the following:
® Type of customer (e.g. retail or commercial)

® Customer’s transactional capabilities (e.g. bill
payment, wire transfer, loan origination)

® Sensitivity of customer information
® Ease of using communication method
® \Volume of transactions

Based on the assessment a Financial Institution will
determine what level of authentication is required.
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Effective Authentication Systems...

e Safeguard Customer Information
e Prevent Money Laundering

e Prevent Terrorist Financing

e Reduce Fraud

e Inhibit Identity Theft

e Promote legal enforceability of electronic
agreements and transactions
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Strong Authentication

Combination of 2 or more of the following:

1. Something yOU KNOW Username and Password Reguired x|
® PIN, Password, Account #, UserlD Shisuiblali b b i
2. Something you HAVE ushi: [~ Jane Doe

PR | Fhkkkkkkkk

ook | e |

® Token, SecurelD, Card, Smart Card
® Geo Location

3. Something you ARE
® Biometrics

4. Mutual authentication

Single Factor authentication uses only one!

o
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Single Factor vs. Multifactor
Authentication

Single factor (Used for low risk product and services) .
Pros — cheaper, easier to implement, less burden on customer
Cons — weak security and more susceptible to phishing attacks

Multifactor (used for High Risk products and services) -

Pros — greater level of security and non-repudiation

Cons — expensive, complicated to implement and puts a greater
burden on customer

Guidance does not specifically require the use of
Multifactor authentication; layered security and
other means are permitted.
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Authentication Methods

e Customer passwords
e Bingo Cards

e Personal
iIdentification
numbers (PINS)

e Digital Certificates
using public key
Infrastructure (PKI)

e Smart Cards

FEDERAL RESERVE
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One-time passwords
USB plug-ins
Transaction profile
Scripts

Biometric
iIdentification

Mutual
Authentication

Out of Band
Authentication
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Layered Security

e Analyze customer activities to identify

suspicious patterns

e Establish preset transaction limits

e Establish preset list of transaction recipients

e Out of band confirmations
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Outsourcing Responsibility

While the institution does not have to manage
the daily administration of the website
component systems, its management and
board remain responsible for the content,

performance, and security of the e-banking
system.
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Third Party Oversight

Types of monitoring reports:

e E-banking service availability
e Activity levels and service

e Performance efficiency

e Security incidents

e Vendor stability

e Quality assurance
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E-BANKING

{Juestions

EEEEEEEEEEEEEE
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Useful Links

e Report ID Theft to FTC
www.consumer.gov/idtheft

e FFIEC E-Banking Handbook
www.ffiec.qov/ffiecinfobase/booklets/e banking/e banking.pdf

e SR 05-19 Guidance on Authentication in an Internet Banking

Environment
www.federalreserve.qgov/boarddocs/srletters/2005/sr0519.htm

e SR 04-14 FFIEC Brochure with Information on Internet
"Phishing*“
www.federalreserve.qgov/boarddocs/sriletters/2004/sr0414.htm
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