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Quiz: What do these organizations have IR commoen?

State of Rhode Island
Division of MotorVehicles
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Quiz: Is It safe te go shepping?

Eebruany, 200i7: Police Arrest Four i Step, & Shopr Breach -
Hackers fireguently: goi free, but , police arrested
four Califernia men suspected In the recent theft of denit and
credit card data frem PIN padsyat Stopl & Shoep

BJ's Whelesale' Clubr - thousands of credit card records stolen

BNk GITANERC COP: RtV aCHeVIaCoprare amone e big
Panks noetifying mere than cUStemErs that account
Infermatien Was stolen i What may. the bIgeest Security. breach
10 hit the banking InAdUSLh.
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Quiz: Is It safe te go shepping?

T'he Big One!
July, 2005 thru Januany, 2007 — Massachusetis: X

CYRENIEVES, hanvested suchi sensitive custemer Information as
account Infiermatien, names; and addresses, drvers: lIcense NUMBErs
and military and state identification

Totals: 45,7 million existing| custemers, plus anether 455,000 people
Who returned merchandise without: receipts, had thelr persenal
data stelen
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Quiz: Surely the Government Is; Safe!

May, 200i7: The IISA (Trransportation Security Administration) leoses
an external, portable computer hand dive containing the

for abeut 100,000 empleyees Who
Worked for the' Heielaio. Sectiity a0ency: BetwWeen Jan. 2002-
August: 2005

Mareh, 2007 - Caliiere: Hundreds of thousands' ofi Califiernians:
Were vulnerable te abuse by Identity.

tRIEVES hecause they were made: publicly: avaiable: threugh the

SEecretan o States Wel siier over the: last three years
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Whiat Makes up Youlr ldentity?

The Critical Elements Other SouUrces
Soecial Secunity Numioer Date of Birth
Name Location ofi Birth
Address Mother’s Maideni Name

Telephene NUmbers
Account NUmbers
Email Addresses
Usermames

Identity Theft: Unauthorized access to or use of sensitive customer
Information that causes financial harm or inconvenience to the
Individual consumer.
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An Un@ergrounad Ecenomy.

Underground ECenomy: SERVers
s [ncreasingly Used terassist In the sale ofi stelen| niermation

s Primarnily: lecatead (64%) i the United States

s EIghty-five percent ofi credit/debit cards were issued firem Unitea
States Banks

= Dungl the: first halfoff 2007, 8,011 unigue: credit cardsiwere
advertised for exchange
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An Underground Economy. — Cont'd

Advertised prices of consumer data 2006 20]0)7¢
Credit cards numbers $1 — $6 $.05 - $5
Your identity $14 — $18 | $10 - $150
List of thousands of emails addresses $5 $2 - $4
Compromised Computer $6 — $20 $2 - $10
Online: hanking| accounis ~$300 $30 - $400
PRishing| kits $30 - $3000 Free
— ( 4
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Phishing Defined

Phishing attacks use 10 steal
consumers: persenaltidentity’ data and financial account
credentials: Cleverly designed spoefed: e-mails lead
CONSUMErS 1o designed to trick
[ecipients inte divulging financial data such' as) credit card
AUMIBESS, aCCOUNL USErMames, passwerds and secial
Securty nUmeers; By appearng te: efginate frem: hanks,
retallers; anal credit candicompanies, recipients ane efiten
conVvinced to respond:

= “Spear-phishing” targets specific ndividuals, or custemers of a
SpPecIfic Istitution
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Growthin “Phishing”

10000
5000
4564
O
Internet Phishing Sites
Eluly, 2005)
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Growith In - PhRishing’
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Growith In - PhRishing’
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Growith In - PhRishing’

The ISS) X-Eorce content research team
ldentiified, studied and classiified

In
June 2007 (inthe perod 11th June: to
18th JuRe)
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Remote Deposit Capture (RDC)
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Remote Deposit Capture (RDC)

Rempopte Depesit Capture - In Its moest simple
terms, IS a service Which: allews; a USelr: o) scan
chiecks andl transmit the scanned lImages and: /.
el ACH-data tera hank for pesting and clearing.
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RDC — Basic Reguirements

PC Wit an Intermet conmection
Chieck scanner and'a service: provider (I.e., hank)
Checks received ane scannead to cieate: a digitalt deposit

Fhis digital aepositis then transmitteal (tsually: over an
encryptead intermet connection) tor RDC bhank er service
previder Who: then aceepts the depesit, posts the
deposit 1o account and assigns: availanility hased upon
avallanpility:schedule

—
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RDC — What's In a Name?

Remote Deposit Capture often has different
Rames depending upen Rew,. the Service: s
applied wWithin'a particular envireRment,
INCIudIngG:

x Corporate Capture™,

x Merchant Capture®,

» “lmage: Depesits?,

= “Image Cash Letters”, etc.
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RDC — Catch-all Phrase

= IR generall, we see the term “Remoete Deposit
Capture: increasingly. usedtas the catch-all
phrase for a family. of related products and
SErVIGes.

s EACh ofi these: service family: memoers are related
N ene commen way: TThe service allews for
checks toe be truncated and cleared
electronically
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RDC — Some of the Benefits

s [ihe benefits of RIDC cani be sulhstantial:
CONVERIENce
reduced transporiatien sk & cost
petter avananmiity
Precessing| efficiencies
e anility to' conselidate banking relationships
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RDC Risk Vianagement

x Due Diligence

Kiew: Yourr Custemer (KY.C)/Pre-Qualification — Merchant
a  Mul-cdiscipline: nput

s Independent review/security: stance

s lnsurance coverage

KYC/Pre-Qualification - Consumer

s Relatienship

= Limits

Know: Your Vendor (KY\)

s Request for Infermation

s Request for Propesal
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Credits & Debits Gj

\

Forward

Check Advices / Adjustments / Item Fees

A File
1 X9.37 Acknowledgement Any Bank
Transit Items Messages FRB Account
Return
Ig 1t Returns (Paper / Electronic)
|
Paying Institution Any Bank \/
BOFD v
Endorsement
HE W X9.37
B HH >
E"-ﬁ B Transit & On-Us Items
Merchant Any Bank
Consumer Remote Capture Vendor BOFD
Or

Financial Institution

. s Image Archive
Deposit Activity = RETEES Wl DDA Posting
= Statements
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redits & Debits Gj

File
X9.37 Acknowledgement
Transit Items Messages

Check Advices / Adjustments / Item Fees

\

Any Bank

Returns (Paper / Electronic)

Merchant
Consumer

X9.37

FRB Account

Any Bank
BOFD
Endorsement

Deposit Activity

\

Remote Capture Vendor
Or
Financial Institution

Transit & On-Us Items

\/

Online Banking
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RDC RISks

fegalland Compliance Risks:

. Iype of Invelvement
Bank: of Eirst Deposit
Truncatng Instituitien

Reconverting lnstituiien
N\
N\
§ )\
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RDC RISks

m Contract Issues Between:

Fll & TSP (i.e. 1SO, MDPS/RDPS, FI)

El & Merchant (1.e. Corporate Treasuny, Merchants,
Profiessionals)

El & Consumer
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RDC RISks

Operational/lransaction: RISKS:

s Infrastructure Considerations

Business model risks:
a Point off Entry
AliVIs
Consumer
Merchant, etc.
Haraware/soltweare previder
IN-Reuse/turn-key
euUiseUrced application| SErVICe: previder
others
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RDC RISks

s Untrusted Entry Peint
Unauthornzed ACCEss
Physical
Logical

[P Theiit; Alteration), Interception,
Unauthorzed transmissions, etc.

LY R
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Questions?

e clime of Iaenuty et Unaenihaes e BAs/C St O/ WilCH GUI:
ECorIomY. GEpenas.

- President George W. Bush
July 15, 2004

Remote Deposit: Capiure (RPC) and relatéa tecino/og/es are. 6/ e
Verge: or s/gniiicant cUstomer: agopuorn. Willleranks would lIke. to
quiae. e transition 1o Paper-nasea - o) eIeCloiIC Payens /i
el o Best Iterests, tellusers o1 li10se LecliliologIes are kel
10, q/claleliow,. evenis: pIay, out:

- BAI Banking| Strategiess Magazine

January/repruary. 200z
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Further Discussion

Callime @ 647-973-3578
e-Mail: Kevin. Keener@nos. fi.org
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Appendix:

sPretecting yourself

aCredit & Viedical Reporting AGENCIes
sRemote Deposit Capture: Resources
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Proetecting yourself

Generall & Heusehold
Annually: review your credit infermation

Review: a retaller’s, privacy. policy. lbefore providing| persenal
Infermation

Do not supply: more information than isireguired (e.g., Phone
AUMBENS! I retall purchases)

Opt out of data breker Informatien collection SERVICES:
RutRE//AWMWAY. PriVacyrghts. org/ar/infielhrekers. itm

Use al cress-cut shiredader o all trash-hound kills, persenal papers,
financiall effiers, & address;lakhels en magazines

Keep SSN card, passport, and ether sensitive decuments, locked up
andl eut of yeur wallet

Limit credit offers:
s Phone: www.denoetecall.gev
n Snail-Mailz wiww.fte. gev/opa/2005/07/prescreeneptout. itm

Lock your heme's maillbox
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Proetecting yoursell (cont'd)

Compuiting & Internet

Only; visit reputiable wels sites

Use a hardware-lhased firewall/router for your high-speed Intermet conmnection
= Change the router's default login password
s Setup WPA encryption and' a custemi SSID! for yeur wireless network

Install and keep updated anti-virus, persenal computer firewall, & anti-malware sefitware:
s Anti-virus & RPC Eirewall: wWiwww:symantec.coni or WWAV. mcafee.com
a Malware: Adaware - www.lavaseftusa.com

Destroy hard drives, CDs, and ether media lbefore disposal

Limiit the amount of personall infoimation you: provide on the Internet

Consider using ‘Single-use Credit Card™ numlers

Do not disclese infermation ever the telephone

Email
Keep businessiand persenal addresses completely: separate
Use anti-virus seftware ter scanemail
Do not epen unknewn or unsolicited attachments
Turn off autematic loading of Images in email
Do not click onilinks in unselicited emails
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Credit & Medical Reporting
AGEncies

Equiiax: — WWWW:eguifax.com
PLO. Box 740241, Atlanta, GA 30374-0241
800-685-1111

EXPErian — WAWW.EXPEran.com
P.O. Box 9532, Allen TX 75013

888-EXPERIAN (397-3742)

TransUnien — Wi, transunion.com
2.0, Box 6790, Fullerton, CA 926384-6790

800-666-4213

MedicalFlnformation: Bukeau — WAV, mip.com
P.O. Box 105, Essex Station, Boston, MA 02112
866-692-6901
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Remote Deposit Capture - Reseurces
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