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- The views expressed In this presentation are those of the
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Target data breach

- Payment card data for 40 million credit and debit card
accounts

- Used In Target stores in the 19 days between November
27 and December 15, 2013

- Announced December 19, 2013

Research question

- Does news about payment security breaches change the
way consumers assess and use payment instruments?



Timeline of data collection
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Note: 100 equals most intense search activity on “Target data breach.” The spike in searches occurred almost instantaneously following
announcement of the breach; software limitations cause it to appear on the figure to have begun slightly in advance of the announcement.



Survey of Consumer Payment Choice

- Annually since 2008

- Online survey

- Conducted in the fall

- 2,000+ U.S. consumers

- Adults age 18+

- Best practices of panel recruitment

- Many respondents take survey in multiple years

- Detailed demographic info: income, age, education, race, etc.
- Measures adoption and use of payment instruments

- Respondents also rate payment instruments on characteristics



Survey asks: In a “typical” month...

How many? Paid by each instrument?
Bill payments - Cash
1. Automatic - Check
2. Online - Debit
3. In person, by mail or . Credit
phone .
- Prepaid

Nonbill payments
4. Online

5. Retail goods
6. Retail services
7. P2P

- Online banking bill pay

- Bank account number
payment

- Money order




3 factors important for choice

1. Characteristics of the consumer
- Income(individual and household)
- Demographics

2. Characteristics of the transaction

- Dollar value
- Type of expenditure (bills, nonbills, P2P)

3. Characteristics of the payment instrument
- Security
- Cost
- Convenience



Three kinds of security

security of wealth

security of

personal info

privacy of
transaction




Ratings of security of personal information
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Ratings relative to all payment methods
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Prior rating of “security”
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Comparison to prior rating of “security”
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Debit rated poorly after a breach

For security of personal info after Target 2013 data breach
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No long-term effects observed
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Source: Survey of Consumer Payment Choice.
2015 & 2016 results are preliminary and not official.



Would better security increase use?
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Source: 2013 Survey of
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Cited in “How Do Speed and
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forthcoming in Contemporary
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Research reports & data

- Reports, data tables, raw data for download
- https://www.bostonfed.org/payment-studies-and-strateqies.aspx

- “Did the Target Data Breach Change Consumer Assessments of
Payment Card Security?”

- “How Do Speed and Security Influence Consumers' Payment
Behavior?”

Thank you!

Claire Greene, payments analyst
Consumer Payments Research Center
Federal Reserve Bank of Boston
Claire.m.greene@bos.frb.org
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South Carolina Department of Revenue Breach

e Publicly announced on October 26, 2012
e 81% SC residents affected
 Very few SC non-residents affected
« Payment and bank info stolen
e Social Security numbers stolen
 Addresses, names, birth dates stolen

 We study how victims reacted
e Use FRBNY Consumer Credit Panel / Equifax data



Focus on 4 Fraud Protection Services

Initial Alerts
— Free service that expires after 90 days

— Lenders must apply reasonable policies and practices to verify applicant’s
identity

Freezes
— Block all access to credit files
— May impose initiation / removal fee

Opt-outs
— Free removal from prescreened solicitation lists

Credit Watches

— Commercial, fee-based services that may provide one or a combination of
credit monitoring, unlimited credit report access, and fraud insurance



Breach Increases Quarterly Fraud Protection Take-up in SC only
(Share of Population)

Q3:2012

Q1:2013

Q4:2012

Q2:2013

GA

Note: Based on authors’ calculations using data from 2010 Census and the FRBNY CCP / Equifax,

augmented with variables acquired by the Payment Cards Center



Methodology: Difference-in-Differences on SC
vs. NC and GA

Parallel trends up to the time of the breach

0.0001 0.0002
| |

Credit Freezes
(0.0001
L

o
—_
=
|
TN~

- — e — _
=2 S——
=
C:! T T T |
©1:2010 Q1:2011 Q1:2012 Q1:2013 Q1:2014

CQuarters

sC —-————- NC

—_—— GA

Source: Authors’ calculations using data from the FRBNY CCP / Equifax, augmented
with variables acquired by the Payment Cards Center



Take-up of Protection Spikes

Panel A: Initial Alerts Panel B: Credit Freezes
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No Response on Credit Card Usage

Panel A: Number of Open Cards Panel B: New Cards
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Receiving “Diluted” News Reduced Take-Up a Bit

Panel A: Initial Alerts

g |
N t
L e e

109 8 7 65 4-3 241012 3 45 67

Event time quarters

‘ SC shared media regions ® SC unshared media regions

Panel C: Credit Watches

o |
@©

60
e

Odds ratio
40

20

S e e e e e e e e & & ¢ o &

109 8 -7 654321012 3 456 T

Event time quarters

SC shared media regions ® SC unshared media regions

Panel B: Credit Freezes

(=1
@

60

Odds ratio
40

20

ot penb U ug oy uo ng we ug U6 Gh ug ug wh we

109 8 -7 6 -5 4 -3 2101 2 3 4 5 6 7

Event time quarters

| SC shared media regions ® SC unshared media regions

Panel D: Opt-outs

@ -

w

4

Qdds ratio
3
.

2

UL SRR WP L. I WP PRIV T

109 8 7 6 5 4 3 241401 2 3 4 5 6 7

1

Event time quarters

| SC shared media regions ® SC unshared media regions |

Source: Authors’ calculations using data from the FRBNY CCP / Equifax, augmented
with variables acquired by the Payment Cards Center

25



No Effect of News on Non-victims (NC or GA)

Panel A: Initial Alerts Panel B: Credit Freezes
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Summary

SC breach induced consumers to get fraud protections

Breach notifications may help consumers protect against
ID theft

Breach victims continued their normal use of credit cards
and credit

No effect of the breach or news about it on non-victims
outside of SC

Consumers appear very confident in the payment card
systems









The Economlcs
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