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Mission 

The Federal Reserve System is the central bank of the United States.  It was 

founded by Congress in 1913 to provide the nation with a safer, more flexible, 

and more stable monetary and financial system.  Over the years, its role in 

banking and the economy has expanded. 

Today, the Federal Reserve’s duties fall into four general areas: 

• Conducting the nation’s monetary policy by influencing the monetary and 

credit conditions in the economy in pursuit of maximum employment, stable 

prices, and moderate long-term interest rates 

• Supervising and regulating banking institutions to ensure the safety and 

soundness of the nation’s banking and financial system and to protect the 

credit rights of consumers 

• Providing financial services to depository institutions, the U.S. government, 

and foreign official institutions, including playing a major role in operating 

the nation’s payments system 

• Maintaining the stability of the financial system and containing systemic risk 

that may arise in financial markets 
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The Federal Reserve’s  

Federated Structure 

12 Districts Board of Governors 

1. Boston Washington, D.C. 

2. New York 

3. Philadelphia 

4. Cleveland 

5. Richmond 

6. Atlanta 

7. Chicago 

8. St. Louis 

9. Minneapolis 

10. Kansas City 

11. Dallas 

12. San Francisco 
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High Profile, High Intensity Cyber Attacks 
Increasing Impact on Central Banks and Financial Services 
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High Profile – High Intensity 

Illustrative Cases 
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Use of Technology Increasing 

 

 

• Replacement of core banking functions with technology 

 

• Mobile Banking / Payments 

 

• Financial Technology (FinTech) 

 

• Blockchain / Distributed Ledger Technology (DLT) 

– Hub and spoke – peer to peer 

– New trust models 

– More interconnected networks 
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Boston Fed Cyber Threat Sharing Series 
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Trusted Forum 
of Peers 

• Similar Challenges 

• Share Problems and 
Solutions 

Threat  
Sharing 

•Consolidated 

•Targeted 

•Actionable 

Guest 
Speakers 

•Emerging Trends 

•Areas of Focus 

 

Best   
Practices  

•Subject Matter Experts 

•Topics of Interest 

Member 
Roundtable 
•Sounding Board 

•Current Issues 

•Creative Solutions 

 

• Pilot Begins 

• 20 Participating 

Organizations 

2015  

 

• 60 Participating 

Organizations 

• First Cybersecurity 

Conference 

 

 

• 40 Participating 

Organizations 

• Discussion Forum 

Added to Portal 

 

2016 

2017 

 

 

• Continued Growth in 

Membership 

• Pilot of Satellite Model 

• FinTech Expansion 

2014 



Conclusion 
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Cyber Risk is Real, Disruptive, and 
Increasing in Impact/Complexity 

Central Banks and Financial System are Key 
Targets: Interconnectedness Now a Financial 
Stability Risk 

Business Models Will Evolve in 
Response to New Technical Demands 
and Cyber Risk 

Cyber Risk is an Enterprise Risk 
Warranting Director Level Reporting, 
Oversight, and Expertise 


